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SOLUTION BRIEF

Combat SaaS Token 
Compromise with Obsidian

Stolen session tokens grant adversaries direct, persistent access to your 
SaaS environment. Detect and mitigate these attacks with Obsidian. 

What are SaaS session tokens?
To streamline user experience and avoid requiring a login for every visit, SaaS applications 
generate session tokens that are stored in the browser and used to authenticate users. Once 
someone has a token, they can potentially revisit the application over a period of several days 
without being asked to reauthenticate.

Most companies also rely on identity providers (IdPs) to manage digital identities and further 
streamline access to SaaS applications with features like single sign-on (SSO) and multi-factor 
authentication (MFA). Identity providers have their own session tokens, too, which effectively 
provide access to every connected SaaS application.

What is SaaS session token compromise?
While the simple, lasting authentication provided by SaaS session tokens is unquestionably 
convenient, it is also unfortunately attractive for adversaries to exploit. In fact, attackers are 
increasingly foregoing simple credential theft to target session tokens which enable them to 
bypass MFA and establish discreet, longer term persistence in the SaaS environment.
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Bad actors have various means of obtaining a stolen session token, from purchasing one on the 
dark web to intercepting a user’s token in transit. Perhaps two of the most prevalent techniques 
observed today are malware and man-in-the-middle attacks.

Malware

There are a variety of avenues that attackers can exploit to trick users into unknowingly installing 
malware on their devices. Once a user authenticates an endpoint with cookie stealing malware 
installed, their token is captured and relayed to the attacker. From there, the adversary can reuse 
this token to bypass MFA, authenticate to the IdP, and pivot to connected SaaS applications.

With a valid identity provider token, an adversary can potentially maintain weeks 
of uninterrupted access to your SaaS applications while evading detection by most 
traditional security solutions.

Case Study: Session Token Compromise Impacts CircleCI

CircleCI provides a popular continuous integration and delivery platform for software 
development. They were impacted by a breach in January 2023 that illustrated 
firsthand the severity of a session token compromise.

An attacker was able to successfully install malware on a CircleCI employee’s device 
which evaded detection by the company’s antivirus software. This malware allowed 
the attacker to capture employee session tokens, bypass MFA measures, and exploit 
the victim’s privileged access to production systems. The attacker was able to 
“impersonate the targeted employee in a remote location and then escalate access to 
a subset of our production systems.” This included the stored GitHub token for their 
customers’ GitHub environment.

Learn more in our blog.

https://www.obsidiansecurity.com/blog/circleci-and-token-threat-integration-risks/
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Man-in-the-middle

In a man-in-the-middle attack, adversaries phish users with authentication infrastructure that they 
control. This often involves a fake login page which closely resembles the real experience. The 
attacker relays traffic—including the MFA challenge—between the end user and identity provider, 
capturing the session token granted to the user. Because the authentication experience appears 
legitimate, the user rarely suspects a thing.

Detect Session Token Compromise with Obsidian
Obsidian Security is the industry’s most advanced threat detection solution designed for SaaS. 
From account takeovers and insider threats to third-party supply chain compromises, Obsidian 
makes it possible to identify, investigate, and mitigate threats early in order to prevent the 
exfiltration of your sensitive data.

Because the platform continuously examines user and client connections to identity providers and 
applications, Obsidian is the first and only SaaS security solution capable of detecting session 
token reuse by an attacker. Early and accurate identification of this threat enables your security 
team to investigate and eradicate attacker presence quickly and completely.


