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A Security Challenge at the Last Mile
In a time where hybrid and remote work models are more popular than ever and virtual collaboration has 
become a norm, businesses have become dependent on enterprise SaaS applications and endpoint devices 
for enabling employee operations. 

Although this new way of working offers a number of flexibility and productivity advantages, the elimination 
of a traditional network perimeter has introduced a number of new challenges for security teams looking to 
prevent unauthorized access to sensitive business resources—a majority of which now live in the cloud. SaaS 
security is particularly challenging with the immense complexity of SaaS environments, the diversity of user 
groups accessing these services, and the interconnected nature of SaaS integrations.

Complete security for this “last mile”—those endpoints and applications residing outside of centralized office 
locations—necessitates a continuous understanding of every one of your users. At any moment, you should 
be able to determine exactly what a user is doing, which unique privileges they’re entrusted with, and which 
resources they’re accessing. This is critical for timely investigation and remediation of account compromises 
and insider threats.

Security teams can also take measures to reduce the likelihood and potential impact of these threats 
proactively. Tightening application configurations, removing high-risk integrations, limiting access from 
unsanctioned endpoints—these are all practical forms of proactive risk management.

However, the actual implementation of threat mitigation and risk management security measures is a 
monumental challenge. Monitoring a complex network of remote endpoints and unique SaaS applications 
while correlating data points between them is effectively impossible for any security team without the right 
tools. For complete security coverage of the last mile, teams need an approach that is scalable, accessible, 
and automated.
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Bridge the gap with Obsidian and CrowdStrike
Obsidian is the first and only comprehensive SaaS security solution with threat, posture, and integration 
management capabilities together in a single unified platform. By connecting with the CrowdStrike Falcon 
platform and leveraging its robust endpoint detection and response insights, Obsidian provides seamless 
visibility and full security coverage for an organization’s entire last mile.

Key Benefits

The combination of rich application telemetry from Obsidian with endpoint telemetry from CrowdStrike gives 
security teams a complete picture of every user’s associated endpoints and individual SaaS accounts. This 
data correlation between sources is invaluable for uncovering vulnerabilities across your security posture 
and identifying threats with unparalleled speed and accuracy—which is critical as bad actors look to move 
between devices and cloud applications.

Correlate activity across endpoints and SaaS applications for a more thorough and contextual 
understanding of user identity, access, and activity in your environment. Obsidian surfaces native detections 
from CrowdStrike while incorporating this data into a consolidated SaaS activity timeline and using it to 
improve the efficacy of SaaS threat detections.

Harden your security posture and minimize risk by proactively addressing vulnerabilities and policy issues 
across cloud applications and endpoints. Eliminate opportunities for attackers by tightening application 
configurations, limiting access from unsanctioned devices, reducing unused privileges, and aligning with a 
number of other security best practices.

Mitigate threats quickly and confidently with a complete picture of malicious activity moving between 
endpoints and SaaS applications. Your security team will have immediate answers to critical questions during 
the investigation of any incident:

• A user’s device was infected by malware. Were any of their SaaS accounts compromised? Are any of 
these accounts privileged?

• I’m examining a user’s SaaS accounts during an investigation. What devices are they using?

• A user is logging into their SaaS applications from an unusual location. Where are their sanctioned 
devices, and are the geolocations consistent?

“Correlating SaaS and endpoint data used to take days when I really needed it. 
Now it’s done automatically for me with the Obsidian and CrowdStrike integration.”  
Fortune 500 Cyber Threat Analyst


